Nastavenie 802.1x

Windows XP

Predpoklad je nainstalovany certifikat podl'a postupu pre WIFI siet’ eduroam
(http://eduroam.ku.sk - aplikacia pre automatické nastavenie pre Windows
7). Na stranku sa dostanete bez autorizovaného pripojenia (zadania
mena/hesla), kedy Vam budi fungovat’ len stranku KU.

Pre zapnutie autentifikacie 802.1X je potrebné na uzivatel'skej stanici
skontrolovat’ spustenie Windows sluzby: Wired AutoConfig.
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%% Sluzby (lokdlne) || Nazov Popis | Stav Typ spustenia  Prihldsenie »
%Windows Image Ac... Provi... Spust... Automaticky Local System
| %Windows Installer Adds... Manualne Local System
%Windows Managem... Provi... Spust... Automaticky Local System
‘ %Windows Managem... Provi... Manuélne Local System
‘ %Windows Presentat... Opti... Manualne Local Service
| %Windows Time Maint... Spust... Automaticky Local System
| %Windows User Mod... Enabl... Spust... Automaticky Local Service

™ Wired AutoConfig Automaticky Local System
% %Wireless Zero Confi... Provi... Spust... Automaticky Local System
i %WMI Performance ...  Provi... Manualne Local System
%Workstation Crea... Spust... Automaticky Local System
l %wuauserv UmoZ... Spust... Automaticky Local System

\ Extended A Standard /

1. Spustenie Windows sluzby: “Wired AutoConfig”

Z ponuky Start [Start] vyberte Ovladaci panel [Control Panel] kliknite na ikonu
Nastroje na spravu [Administrative Tools] v okne kliknite na ikonu Sluzby
[Services] a potvrdte riadok Wired AutoConfig

V okne nastavte Typ spustenia [Startup type]: Automaticky [Automatic] a
v Casti Stav sluzby stlacte Spustit’, potom OK




Vlastnosti Wired AutoConfig (Local Computer) @

Vieobecné | Prinlasenie | Obnovenie | Zavislosti

Néazov sluzby: Dot3sve

Zobrazovan nézov: |Wired AutoConfig

Popis: [This service performs IEEE 802.1X authentication
= on Ethemet interfaces

Cestak spustjtel’nému suboru:
C:AWINDOWSASystem32\svchost.exe -k dot3sve

Tup spustenia: \ | Automaticky

Stav sluzby: Zastavené
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GZete uréit parametre pre spustanie sluby.

Parametre spustenia: ‘ ‘

[ ok J[ zwt |[ Poust |

2. Konfiguracia nastavenia samostatnej autentifikacie uzivatel'a KU
2.1 Zapnutie autentifikacie 802.1X v sietovom LAN prostredi Windows XP

Z ponuky Start [Start] vyberte Ovladaci panel [Control Panel] kliknite na ikonu
Siet'ové pripojenia [Network connections] v okne kliknite na ikonu Local Area
Connection [Services] a prejdite na zalozku Overenie [Authentication] a
urobte prislusné nastavenia:

Local Area Connection 4 Properties ml

General | Authentication } Advanced

Select this option to provide authenticated network access for
this Ethemnet adapter.

Enable IEEE 802.1X authentication

Choose a network authentication method:

| Protected EAP (PEAP) v

0 Cache user information for subsequent connections
to this network

[ oK ][ Cancel ]

Zapnutie [Enable] IEEE 802.1x, Vyber metddy overenia [Choose a network
authentication method] — EAP (PEAP).



- Local Area Connection 4 Properties @@

General | Authentication l;l"«dvancedl

Select this option to provide authenticated network access for
this Ethernet adapter.

Enable IEEE 802.1X authentication
Choose a network authentication method:

g |

O Cache user information for subsequent connections
to this network.

| Protected EAP (PEAP) Settings...

V Casti Nastavenia [Settings] vyberte:

Protected EAP Properties

‘\When connecting:

[[Ivalidate server certificate

Connect to these servers

|:| C&W HKT SecureMet CA Root

[Ocat

|:| Certiposte Classe A Personne

[7] certiposte Serveur

[] Certisign - Autoridade Certificadora - AC2
[] Certisign - Autoridade Certificadora - AC4
[[] Certisign Autoridade Certificadora AC1S
<

| Server

Do not prompt user to authorize ney
certification authorities

Y

3] (ot |

Select Authentication Method:

lSecured password (EAP-MSCHAP v2)

[C]Enable Fast Reconnect
[C]Enable Quarantine checks
[ pisconnect if server does nat present cryptobinding TLY

I OK ][ Cancel ]

Overit’ certifikat server [Validate server

certificate]. Vyberte z ponuky “Doveryhodné korenové certifikacné autority
[Trusted Root Certification Authorities]” cetifikat “Radius na Katolickej
univerzite v Ruzomberku” a zaskrtnite ho.

Vyberte metddu overenia [Select Authentication Method] EAP-MSCHAP2.

Nastavte konfiguraciu [Configure] samostatnej autentifikacnej metody:

—+- Local Area Connection 4 Properties .

General | Authentication l Advanced|

Select this option to provide authenticated network access for
this Ethemnet adapter.

Enable IEEE 802.1X authentication

Choose a network authentication method:

g |

| Protected EAP (PEAF) S

Protected EAP Properties

When connecting:

[validate server certificate

Connect ko these servers:

0 Cache user information for subsequent conne
to this network

EAP MSCHAPv2 Properties =
When connecting:
Automatically use my Windows logon name and
O password [and domain if any). adora - AC2
adora - AC4
dora AC1S v
[ 0K ] [ Cancel ] | >
————— e new servers or trusted
ertification authorities

Select Authentication Method:

] (cormee. ]

[Secured password (EAP-MSCHAP v2)

[CJEnable Fast Reconnect
[JEnable Quarantine checks
[[] Disconnect if server does not present cryptobinding TLY

[ OK ][ Cancel ]

“Automaticky pouzit' moje prihlasovacie .... [Automatically use my Windows

...]” treba odskrtnut'.



2.2 Pripojenim sietového eternetového kabla sa nam na obrazovke zobrazi
Windows XP siet'ové okno:

i) Additional information is required to connect to the network  *
Click to provide additional nformation and connect

@ Lo, L0 %
Kliknutim na zobrazené okno Additional information is required to
connect to the network sa zobrazi uzivatel'ské prihlasovacie okno na
autentifikaciu pristupujuceho uzivatel'a prostrednictvom autentifikacného
protokolu 802.1X:

Enter Credentials @

User name: test |
Password: [ eooe |
Logon domain: | I
rave this user
[ OK l [ Cancel ]

Do uvedeného okna zadate svoje pristupové aktualne meno a heslo a
poziadate sietové zariadenie (Authenticator) o autentifikaciu do LAN siete KU.
Pri tomto nastaveni sa pre posiela iba meno a heslo uzivatela siete.



