Windows 7/8

Predpoklad je nainstalovany certifikat podl'a postupu pre WIFI siet’ eduroam
(http://eduroam.ku.sk - aplikacia pre automatické nastavenie pre Windows
7). Na stranku sa dostanete bez autorizovaného pripojenia (zadania
mena/hesla), kedy Vam budi fungovat’ len stranku KU.

1. Spustenie Windows sluzby: “"Wired AutoConfig”

Pre zapnutie autentifikacie 802.1X je potrebné na uzivatel'skej stanici
skontrolovat’ spustenie Windows sluzby: Wired AutoConfig.

Z ponuky Start [Start] vyberte Ovladaci panel [Control Panel] kliknite na ikonu
Nastroje na spravu [Administrative Tools] v okne kliknite na ikonu Sluzby
[Services] a potvrdt'e riadok Wired AutoConfig
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Services (Local) “ 1 Services (Local)

Sefect 2n item to view its description.  Name ! Descnptoon Status Startup Type legOnAs  *
ActiveX Installer ... Provides Us... Manual Lecal Syste... |
Adaptice Brightnesz Monitors a, Manual Local Service
Applcation Bpere.. Processesa..  Started Manual Local Syste...
Applcetion ldentity Determines .., Manual Locel Service
Apphcation Infor..  Faclitatest..  Started Manual Local Syste...
Apphcation Layer ... Provides su.. Manual Lecal Service
Apphcation Mana.. Processesin.., Manual Local Syste..
Sackground Inteli... Transfersfil.. Manual Local Syste...
Bese Filtering Engi... The Bese Fil..  Started Artomatic Local Service
BtLocker Drive En.. BDESYC hos... Manual Local Syste...

< Block Level Backu..  The WEENG... Manual Local Syste...
Bluetooth Support.. The Bluetoo.. Manual Local Service
8ranchCache This senvice... Manual Network S..
Centficate Propag.. Copies uier ... Manual Local Syste...
CNG Key solation  The CNGke.. Started Manual Local Syste...
COMs« Event Syst_.  Suppens Sy..  Started Automats Local Senvice
COM= System Ap., Managesth,. Sterted Manusl Lecal Syste..,
Computer Browser  Maintains a... Manual Local Syste...
Credentul Manager  Provides se... Manual Local Syste...
Cryptographic Ser.. Providesfo.. Started Automatic Network S...
'
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Wired AutoConfig Properties (Local Computer)

General | Log On | Recovery | Dependencies |

Service name:  MEae

Path to executable:
C:\Windows\system32\svchost.exe  Local SystemNetwork Restricted

Display name: Wired AutoConfig
P, [The Wired AutoConfig (DOT3SVC) service is -
Desciption: responsible for performing IEEE 802.1X il

Startup type:

[Momaﬁc v

Help me confiqure service startup options

Service status:  Started

You can specify the start parameters that apply when you start the service
from here.

[ 0K ][ Cancel ] Apply

2. Konfiguracia nastavenia samostatnej autentifikacie uzivatel'a KU

2.1 Zapnutie autentifikacie 802.1X v sietovom LAN prostredi Windows 7

Z ponuky Start [Start] vyberte Ovladaci panel [Control Panel] kliknite na ikonu

Centrum sieti [Network and Sharing Center] v l'avej Casti okna sa zobrazi

ponuka moznosti, z ktorych vyberte Zmenit nastavenie adaptéra [Change
adapter settings] a v okne kliknite na ikonu Local Area Connection [Services]
a prejdite na zalozku Authentication a urobte prislusné nastavenia:
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@vvl{{-‘ <« Network and Internet » Network Connections » - | +5 | [ Search Network Connections p el ‘
Disable this network device Diagnose this connection Rename this connection  » Bz vl @

Organize v

-

.f. Local Area Connection
-, Network cable unplugged
X [ Intel(R) PRO/1000 MT Network C..

Zapnutie overenia [Enable authentication] IEEE 802.1x, Vyber metddy
overenia [Choose a network authentication method] — EAP (PEAP).

4 Local Area Connection Properties =

Select this option to provide authenticated network access for
this Ethemet adapter.

I 7] Enable IEEE 802.1X authentication |

Choose a network authentication method

[Microsoft. Protected EAP (PEAP) v| [ Setings |

[”] Remember my credentials for this connection each
time I'm logged on Z

|| Fallback to unauthorized network access

) =)




1. DalSie siet'ové nastavenia [Additional Settings]:
Advanced settings @

802. 1X settings

Specify authentication mode

[User authentication V] [ Save aredentials ]

Delete credentials for all users

[T Enable single sign on for this network
(@ Perform immediately before user logon
Perform immediately after user logon
m delay (seconds 10

Allow additional dialogs to be displayed during single
sign on

This network uses separate virtual LANs for machine
and user authentication

[ OK ][ Cancel ]

Zadat' rezim overenia [Specify authentication mode] — Overenie pouzivatela
[User authentication]

2. Urobte nastavenia [Settings] EAP:

Protected EAP Properties (==a

When connecting:
| [T validate server certificate |

Connect to these servers:

Root Certification Authorities
&
[] GTE CyberTrust Global Root

[ Microsoft Root Authority

[ Microsoft Root Certificate Authority
[] Thawte Timestamping CA

Do not prompt user to authorize new servers or trusted
certification authorities.

Select Authentication Method: K
[Seo.xred password (EAP-MSCHAP v2) '] [ Configure... ]
able Fast Reconnect

[~ Enforce Network Access Protection
[| Disconnect if server does not present cryptobinding TLV
[~] Enable Identity Privacy

[ OK ][ Cancel ]

Overit’ certifikat server [Validate server certificate]. Vyberte z ponuky
“Doveryhodné korenové certifikacné authority [Trusted Root Certification



Authorities]” cetifikat “Radius na Katolickej univerzite v Ruzomberku” a
zasSkrtnite ho.

Vyberte metddu overenia [Select Authentication Method] EAP-MSCHAP2

Konfiguracia samostatnej autentifikacnej metddy:
EAP MSCHAPV2 Properties (23]

When connecting:

F Automatically use my Windows logon name and
password (and domain if any).

[ ok ][ cancel ]

“Automaticky pouzit' moje prihlasovacie .... [Automatically use my Windows
...]” treba odskrtnut'.

2.2 Proces prihlasovania sa prostrednictvom autentifikacie protokolom 802.1X

Po aplikovani uvedenych nastaveniach koncovej pristupujlcej stanice mézeme
spustit’ proces prihlasovania sa prostrednictvom autentifikacie protokolom
802.1X. Pripojenim sietového eternetového kabla sa nam na obrazovke
zobrazi Windows 7 siet'ové prihlasovacie okno:

AL« Additional information is needed to connect to this network % %

| ¥ Click to provide additional information.
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Kliknutim na zobrazené okno Additional info“rmation is needed to
connect to this network sa zobrazi uZivatel'ské prihlasovacie okno na
autentifikaciu pristupujuceho uzivatela prostrednictvom protokolu 802.1X:

SKem - meb &

Windows Security

Network Authentication
Please enter user credentials

e i

Do uvedeného okna zadate svoje pristupové aktualne meno a heslo a
poziadate sietové zariadenie (Authenticator) o autentifikaciu do LAN siete KU.
Pri tomto nastaveni sa pre posiela iba meno a heslo uZivatela siete.




